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Amendments to the Claims: This listing of claims will replace all prior versions, 
and listings, of claims in the application 

Listing of Claims: 

1. (Currently Amended) A method for performing modular 
division operations used in a cryptographic process over a finite field Fg defined for a 
prime number U to generate a cryptographic Icey, in which cryptographic process 
vakj e s gre a t least one value is divided by an integer divisor V modulo the method 
comprising the steps of calculating an arithmetic Inverse of V modulo U using an 
extended greatest common divisor (GCD) method which fnciudes a plurality of 
reduction steps and a plurality of inverse calculations, including the steps of: 

assigning U and V as initial values to respective temporary variables 
U3 and V3 which are used to calculate the GCD of U and V; 

assigning initial values to respective temporary variables U2 and V2 
which are used to calculate an arithmetic inverse of V modulo U; 

determining whether U3 has a number, of zero- valued least 
significant bits f L5Bs>, where N is an Integer greater than two, and if N is 
greater than two, testing Q condition and y if the condition tests truQi 

combining multiple ones of the plurality of reduction 
steps for calculating the GCD; and 

combining multiple ones of the plurality of Inversion 
calculations; and 

I If N Is not greater than 2, the cond i tion t a at o folao, 

performing a single one of the reduction steps; and 
performing a single one of the inverse calculation stepsj. 
re turning, as a result of the Diu raiitv of reduction steps and the 
plurality of inverse calculations, the arithmetic i nverse of V: and 

as a part of the cryptographic process, multiplying the at feast one 
value bv the returned arithmetic inverse in place of the Intege r division to produce 
the cryptographic key , 

2. (Currently Amended) A method according to claim 1, wherein: 
the extended GCD algorithm is a binary GCD algorithm; 

Page 2 of 16 

PA6E17/31'RCVDAT11I28I2(H)5 3:32:29 PM [Eastern 



11-28-2005 03:37PM FROU-RatnerPrastia 



6104070701 



T-044 P. 008/021 F-412 



Appln. IMO,: 10/067,563 MATI-210US 
Amendment Dated November 28, 2005 
Response to Office Action of August 26, 2005 

thi* step of testing the condign mdudcs the step of detorrw f tlng i f U3 
has a number, of zero - va l ued looGt oigniflcont bits (LS B g), whoro^ - is an integer 
greater then one; 

the step of combining multipie ones of the plurality of reduction steps 
Includes shifting the value in U3 by N bit positions to less significant bit positions; 
and 

the step of combining multiple ones of the plurality of inversion 
calculations includes the steps of: 

retrieving a value to be combined with V2 from a look-up table 
responsive to the value of N; 

combining the retrieved value from V2 to obtain a combined 
value in V2; and 

shifting the combined value in V2 by N bit positions to less, 
significant bit positions. 

3. (Original) A method according to claim 2, wherein the looic-up 
table includes a plurality of multiples of U. 

4. (Original) A method according to claim 3, wherein the step of 
retrieving the value to be combined with V2 from a look-up table Includes the steps 
of: 

indexing a first further look-up table responsive to two of the LSBs of 
\/2 if N equals 2 to obtain an index value; 

indexing a second further look-up table responsive to three of the 
LSBs of V2 if IM is greater than 2 to obtain the index value; and 

Indexing the look-up table by the index value. 

5. (Currently Amended) A method according to claim ifi, 

wherein: 

the extended GCD algorithm is a left-shift binary GCD algorithm; and 

the steps of combining multiple ones of the plurality of reduction steps 
and combining multiple ones of the plurality of inversion calculations Includes the 
step of performing a reduction step according to a Lehmer GCD method. 
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6. (Currently Amended) A method a€eeF< ^ g to clQim 5, where i n^ 
for Derformina modular division o nerations used in a cryptographic process over a 
finite field defined for a prime number U to generate a crvotoGraphic kev. in which 
cryptographic process, at least one value is divlgji^ t?y an integer divisor V moduLo LL 
the method comprisino the steps of calculatlna an arithmetic inverse of V modul oJJ 
using an extended greatest common divisor (G CD) method which includes a pturaiitv 
of reduction steps and a plurality of Inverse calculations, including the steps of 

assigning and V as initial values to respective temporary variables 
U3..and V3 which are used tQj;a,|,ffl|gte the GCP Of U ^Pd V; 

agjaignlng initial vaig^ tQ respective temporary variab>es U2 and 
which are us ed to calculate an arithmetic inverse of V modulo U: 

tes t i ng the cond i tion Indudco th e -st - ep - of determining tfwhether 
a bit position of a most significant bit (I^SB) of the value in U3 differs by less 
than a predetermined number from a bit position of an MSB of the value in 
V3 . and if the bit oosition of the MSB of the value in U3 differs by less than 
the predetermined number from the fait position of the MSB pf thq value in 

combining multiple ones of the plurality of reduction 
steps for calculatfno the CCD: and 

combining multiple ones of the plurality of inversion 
Calcu!?tlQP?; and 

If the bit position o f the MgB of the value in the U3 does not 
differ bv less tha n the predetermined number from the bit position of the MSB 
pf^hfiY^lMQ in the V3> 

performing a single one of the reduction steps; and 

performing a singie one of the inverse calculation stepsi 

returning, as ^ r^^ult of the plurality of reduction _st eps and the 
Plurality of Inverse calculations, the arithmetic inverse of V: and 

as a part of the cryptographic process, muitipiylna the at least one 
value bv the returned arithmetic inverse In place of the Integer divj^on to produce 
aT^jgryptographfq icey. 
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7. (Currently Amended) A computer readable carrier including 
computer program instructions that cause a computer to perform modular division 
operations over a finite field %hd^efined for a prime number U and used in a 
cryptographic process In whic^ vplues arc at least one value is divided by an integer 
divisor V modulo U to generate a cryptographic kev. the method comprising the 
steps of calculating an arithmetic inverse of V modulo U using an extended greatest 
common divisor (GCD) method which includes a plurality of reduction steps and a 
plurality of inverse calculations, including the steps of: 

assigning U and V as initial values to respective temporary variables 
U3 and V3 which are used to calculate the GCD of U and V; 

assigning initial values to respective temporary variables U2 and V2 
which are used to calculate an arithmetic inverse of V modulo U; 

determining whether U3 has a number. _N. of,_ze ro- valued least 
significant bits fLSBs"^. where N is an integer greater than two^ and if N is 
greater than two^ t csting o cond i tion and, - if the cond i tion to s to truQ^ 

combining multiple ones of the plurality of reduction 
steps for calculating the GCD; and 

combining multiple ones of the plurality of inversion 
calculations; and 

i f N is not greater than two, the condit i on tests fa l so, 

performing a single one of the reduction steps; and 

performing a single one of the inverse calculation stepsi 

returning, as a result of the oluraiitv of reduction steos and the 
pluralftv of inverse calculations, the arithmetic inver se of V! and 

as a part of the crvptogra phl c process, multiplvrno the at least one 
value bv the returned arithmetic inverse in pfacft Of the integer division to produce 
the cryptoaraohic l<ev . 
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8- (Currently Amended) A computer readable carrier according to 
claim 7, wherefni 

the extended GCD algorithm is a binary GCD algorithm -a f K* the 
computer program instructlonp wh i ch Imp l ement the gtcp of testing the cond i tion 
eause the computer to perform the step of dotorrftming if U3 has o number, of 
zero va l ued least a i gnifieont bita (LS B s ) , where N is on i nteger groator than one ; 

the computer program instructions which implement the step of 
combining multiple ones of the plurality of reduction steps cause the computer to 
perform the step of shifting the value in U3 by N bit positions to less significant bit 
positions; and 

the computer program instructions which implement the step of 
combining multiple ones of the plurality of inversion calculations cause the computer 
to perform the steps of; 

retrieving a value to be combined with V2 from a look-up table 
responsive to the value of N; 

combining the retrieved value from V2 to obtain a combined 
value in V2; and 

shifting the combined value in V2 by N bit positions to less 
significant bit positions. 

9. (Original) A computer readable carrier according to claim 8, 
wherein the look-up table includes a plurality of multiples of U. 

10. (Original) A computer readable carrier according to claim 9, 
wherein the computer program instructions that implement the step of retrieving the 
value to be combined with V2 from a look-up table cause the computer to perform 
the steps of: 

indexing a first further look-up table responsive to two of the LSBs of 
V2 if N equals 2 to obtain an index value; 
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indexing a second further look-up table responsive to three of the 
LSBs of V2 if N is greater than 2 to obtain the index value; and 

indexing the look-up table by the index value, 

11. (Currently Amended) A computer readable carrier according to 
claim 7-12, wherein the extended GCD algorithm Is a left-shift binary GCD algorithm 
and the "computer program Instructions that cause the computer to perform the steps 
of combining multiple ones of the plurality of reduction steps and combining multiple 
ones of the plurality of inversion calculations Includes the step of performing a 
reduction step according to a Lehmer GCD method. 

12. (Currently Amended) A computer readable medium Qccord > ng 
to cla i m 11, whorQln/ carrier Including computer program instructi o ns that cause a 
computer to perform modular division operations ov er a finite field F^j that defined for 
a prime number U and used in a cryptographic process in which at least one value is 
divided bv an mteoer divisor V modulo U to generate a cryptograp hic kev. the 
method comprisinQ the steps_.of calculating an arithmetic in,versQ _Qf V mpdulo U using 
an extended greatest common divisor fGCP^ method which include s a pluraiitv of 
reduction steps and a piuraiitv of inverse calculations, inc luding the steps of: 

assignino U and V as initial values to respective tempor ary variables 
U3 and V3 which are used to calculate the GCD of U and V: 

assigning Initial values to respective tem oorarv variables U2 and V2 
which are used to calculate an arithmetic Inverse of V modulo_U_i 

testing the condition Includes the stop - of - d etermlning tfwhether a bit 
position of a most significant bit (i^SB) of the value in U3 differs by less than 
a predetermined number from a bit position of an MSB of the value in V S. and 
if the bit position of the MSB of the value in U3 differs bv le ss than the 
predetermined n umber from the bit position of the MSB of the value in V3, 

combining multiple ones of the pluraiitv of reduction 
gjteps for calculating th& (pC^D; and 
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combining multiple opes Qf t;h^^.giality of invqrpron 
catculations; and 

If the bit position of the MSB of the value In the U3 does not 
differ by l^ss than the predetermined number from the bit position of the MSB 
of the value in the V3- 

Derformino a single one of the reduction steps: and 

performing a single one of the inverse calculation_step_sj 

returning, as a result of the plurality of reduction steps and the 
plur ality of Inverse calculations^ the arithmetic inverse of V: and 

as a part of the cryptographic process^jriu lti plying the at least one 
value by the returned arithmetic inverse in place of the integer division to produce 
the cryptographic key. 

13. (Currently Amended) Cryptographic apparatus which performs 
division operations over a finite field Fg defined for a prime number U, in which 
values are at least one value is divided by an integer divisor V modulo U to generate 
a c ry pto graphic key , the apparatus calculating an arithmetic inverse of V modulo U 
using an extended greatest common divisor (GCD) algorithm which includes a 
plurality of reduction steps and a plurality of inverse calculations, the apparatus 
comprising: 

means for assigning U and V as initial values to respecb've temporary 
variables U3 and V3 which are used to calculate the GCD of U and V; 

means for assigning initial values to respective temporary variables U2 
and V2 which are used to calculate an arithmetic inverse of V modulo U; 

means for teg t i ng - a condmon determinina whether U3 has a number, N. of zero- 
valued least sianifi^nt bits (LSBs)^ where N is an Integer greater thaoJtwo : and 

means for combining multiple ones of the plurality of reduction steps 
and multiple ones of the inverse calculations If th e condition test true: N is greater 
than two: 
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m^ans for returnino. as a result of the plurality of reduction steps and 
the Plurality of inverse calculations, the arithmetic Inverse of V; and 

as a part of the crvptooraohic process, means for multiplying the at 
least one value by the returned arithmetic inverse in place of the integer division to 
produce the cryptographic kev . 

14. (Currently Amended) Cryptographic apparatus according to 
claim 13, wherein: 

the extended GCD algorithm is a binary GCD algorithm; 

the means for tcpting the condition i nc l udes mcong for dGtcrm i n i ng i f 
U3 has J numbeo M, of zero valued least signlficont b i ts (LS B s)^ whcro N i s on 
integer greater thon one; 

the means for combining multiple ones of the plurality of reduction 
steps includes means for shifting the value In U3 by N bit positions to less significant 
bit positions; and 

the means for combining multiple ones of the plurality of Inversion 
calculations includes: 

means for retrieving a value to be combined with V2 from a 
look-up table responsive to the value of N; 

means for combining the retrieved value from V2 to obtain a 
combined value In V2; and 

means for shifting the combined value in V2 by N bit positions 
to less significant bit positions. 

15. (Original) Apparatus according to claim 14, wherein the look- 
up table includes a plurality of multiples of U. 

16. (Original) Apparatus according to claim 15, wherein: 



Page 9 of 16 

PAGE 24flrRCVDAT1ll2M 3:32:29 PM [Eastern Stw^^^ 



. ll-28-i005 03:39PM FROklhRatnerPrHStla 6104070701 T-044 P.015/021 F-412 

Appin- ND.: 10/067,563 MATI-210US 
Amendment Dated November 2B, 2005 
Response to Office Action of August 26, 2005 

the means for retrieving the value to be combined with V2 from e 
look-up table includes: 

means for indexing a first further look-up table responsive to two of 
the LSBs of V2 if N equals 2 to obtain an index value; 

means for indexing a second ftjrther look-up table responsive to three 
of the LSBs of V2 if N is greater than 2 to obtain the index value; and 

means for indexing the look-up table by the index value. 



17. (Currently Amended) Apparatus according to claim -3^18, 

wherein: 

the extended GCD algorithm is a left-shift binary GCD algorithm; and 

the means for combining multiple ones of the plurality of reduction 
steps and multiple ones of the plurality of Inversion calculations includes means for 
performing a reduction step aoGording to a Lehmer GCD method. 

18. (Currently Amended) Cry^ptographic apparatus which performs 
division operatrons over a finite field Ftj defined For a prime number U> in which at 
least one value Is divided by an integer divisor V modulo U to Generate a 
cryptographic key, the apparatus calculating an arithmetic inv erse of V modulo U 
using an extended greatest common divisor fGCD) algorithm which includes a 
plurality of reduction steps and a plurality of inverse calculations, the apparatus 
comDrlslnQz A PDQratuQ Qccord i na to c l a i m 17 wherein, the moons for testing - the 
condition Inc l udcg 

means for assigning U and V as initial values to respective temporary 
variables U3 and V3 which are use d to ralcuiatQ ^he GCD of U and V: 

|T|ea n? for assigning initial values to r^^pective temporary variables U2 
and V2 which are used to calculate an arithmetic inverse of V modulo U; 

means for determining tfwhether a bit position of a most significant bit 
(MSB) of the value In U3 differs by less than a predetermined number from a bit 
position of an MSB of the value in VSrr.l Uand 
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m eans for combinino muib'ole ones of the Dlurality pf redu ction steps 
and multiple ones of the inverse calculations if the bit position of the MSB of the 
value in U3 differs bv less than the predetermined number from the bit oosition of 
the MSB of the value in V3. 
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